NupopmannonHas naMATKa /Il HECOBEPUIEHHOIETHUX 110 BOIIPOCaM

kubOepoOesonacHocT B ceTn «MHTEpHET?

KoMnnioTepHbIe BUPYCHI

KoMmnbroTepuslid  BUPYC - 3TO Pa3HOBUJHOCTb KOMIIBIOTEPHBIX MPOrpamw,
OTJIMYUTEIBHOH OCOOEHHOCTHIO KOTOPOHM SIBISIETCS CHOCOOHOCTH K Pa3MHOKEHHUIO
(konmupoBaHUI0). B momosHeHue K 3TOMY, BUPYChl MOTYT MOBPEIUThH WU MOJHOCTHIO
YHUUTOXUTh BCE (ailibl U JIaHHbIE, IMOJKOHTPOJIbHBIE IOJIb30BATENI0, OT HMEHU
KOTOpOro Oblia 3allyllleHa 3apaK€HHas MPOrpaMMa, a TakXKe MOBPEIUTh WU Jlaxke
YHUUTOXUTh ONEPAIIMOHHYIO CUCTEMY CO BceMH (haiimamMu B LejaoM. B OonbImIMHCTBE

CJIy4aeB pacOpOCTPAHSIOTCS BUPYChl YEPE3 UHTEPHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX MPOrpaMM:

1. Ucnione3yii  COBpEMEHHBIE  ONEpPAUMOHHBIE  CHCTEMBI, HUMEIOIINE
CEpBhE3HBIN YPOBEHD 3aLIUTHI OT BPEIOHOCHBIX MPOrpamM;

2. [TocTostHHO ycTaHaBnuBaiW maTyu  (UUQPOBBIE 3aIulaTKU, KOTOPbHIC
aBTOMAaTHUYECKU YCTAaHABIIMBAIOTCS C LETBI0 JOPAOOTKU MPOrpaMMbl) U APyTrHe
OOHOBJICHUSI CBOEH omepanmoHHOW cuctembl. CkayumBaii HMX TOJBKO C
opunmanbHoro caira paspaborunka OC. Eciu cymecTtByeT  pexum
aBTOMaTHYE€CKOTO OOHOBJICHUS, BKJIIOYHU €T0;

3. Pabotaii Ha cBOeM KOMIIbIOTEpE IOJ TMpaBaMH IOJb30BATENs, a HE
aMUHUCTpATOpa. IJTO HE TMO3BOJUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOTpaMMm
WHCTAJUTUPOBATHCS HA TBOEM MIEPCOHATIBHOM KOMIIBIOTEPE;

4. Ucnionb3yil ~ aHTUBUPYCHBIE  TMPOTPAMMHBIE  TPOAYKTHI ~ HU3BECTHBIX
POU3BOJUTENEH, C aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb (HU3NYECKUN JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIL;

6. Ucmonp3yii BHEMIHUE HOCUTENH WHGOpMAIMU, Takue Kak (iemka, AUCK
i Qaitn u3 aTepHeTa, TOIBKO U3 MPOBEPEHHBIX HCTOYHHKOB,;

7. He oTkpbiBali KOMIIbIOTE€pHBIE (haiiiibl, IMOJIYUYCHHBIC W3 HEHAJAEKHBIX
UCTOYHUKOB. Jlaxke Te (paiiapl, KOTOpbIe MpUCHal TBOM 3HaKOMBIA. Jlyume

yTOYHU y HETO, OTIPABJISUI JIU OH TeOE HX.



Ceru WI-FI

C nomomeio WI-Fi MoxHO mONMyunTh O€CIUIATHBIA HWHTEPHET-IOCTYI B
00IIIeCTBEHHBIX MecTax: Kade, OTeNsx, TOPrOBBIX IIEHTpaX M a’dpomoprax. Tak_ ke
ABIIAETCS OTJIMYHOM BO3MOXKHOCTBIO BbIXOona B HMHrepHer. Ho MHorume skcneprsl

cunrarot, uro obmenoctynasie WIFi cetn He SBISIFOTCS 0€301TaCHBIMH.

CoBeTbI 10 6€30MACHOCTH PadoThI B 001me10cTYHBIX ceTax Wi-fi

1. He nepenaBaii cBoto TuuHyt0 HHPOpMaruio yepe3 oomeaoctymnabie Wi-Fi
cetu. Paborasg B HHMX, *KeNaTelbHO HE BBOAUTH MapoOJd JOCTyMa, JIOTMHBI U
KaKue-TO HOMEpa;

2. Vcnone3yii u OOHOBIISIE aHTUBUPYCHBIE MPOTpaMMBI U OpanaMaylp. Tem
caMbIM Thl 00€30MacHIllb ce0sl OT 3aKaYKH BUPyCa Ha TBOE YCTPOMCTBO;

3. [Ipu wucnonp3oBanun Wi-Fi otkimoun ¢dynkmuo «OOmmii g0CTym K
daiinam u npuHTepam». J[aHHas (GYHKIHS 3aKphITa MO yMOJIYaHUIO, OJHAKO
HEKOTOpBIE TIOJB30BATEIM AKTHBUPYIOT €€ s yJo0CTBa WCIOJIB30BaHUS B
pabote win yueoe;

4. He wucnonw3yét nyOmuunbeii WI-FI nns mepemaun JIUYHBIX  JaHHBIX,
HaTpuUMep, Ul BBIXOJIa B COITUABHBIE CETH WIIH B AJICKTPOHHYIO MOYTY;

5. Ucnonb3yii Tonmbko 3amuiiieHHoe coenuaenne yepe3 HTTPS, a ue HTTP,
T.¢. ipu Habope Heb-ampeca BBOaM UMEHHO «https://»;

6. B moOwieHOM Tenedone otkmoun (yHkiuio «llogkarouenue k Wi-Fi
aBTOMaTuuecKkm». He momyckail aBTOMaTU4eCKOr0 MOJAKIIOUEHUs YCTPOMCTBA K

cersim Wi-Fi 6e3 TBoero coriacus.

ConmaJLHbIE CeTH

CoumanbHast ceTb - 3TO CAWT, KOTOPBIM NPEAOCTABISIET BO3MOYKHOCThH JIHOISM
OCYIIECTBIISTH OOIIEHNE MEXITy coO0l B MHTEpHETEe. Yalle BCero B HUX IS KaKI0TO
YyeJioBeKa BBIJEISETCS CBOSI JIMYHAS CTpaHMYKa, HA KOTOPOM OH yKa3biBaeT o cebe
pazMuHyl0 WH(pOpMaIMIO, HauMHash OT MMEHHU, (pamMuIMu U 3aKaHYUBAsl JTUYHBIMHU

dbororpadpusmu. MHOTHE TMOJIB30BATEIM HE IOHUMAIOT, 4YTO HHGOPMAIUS,



pasMCICHHAass UMHU B COLOUAJIBHBIX CCTAX, MOXKET OBITH HaﬁI[CHa H HUCIIOJIBb30BaHa KEM

YroagHo, B TOM YHCJIC HC 00s3aTeIIbHO ¢ OJIaruMu HaMCPCHUAMU.

OCHOBHBIE COBETHI 110 0€30IIACHOCTH B COLHAJIBHBIX CeTAX:

1. Orpanuub civcok apy3ei. Y Te0st B Apy3bsiX HE JOJKHO ObITh CIIy4alHBIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amuiiaii CBOIO 4YacTHYI0 Xu3Hb. He ykaspiBall mapoiniu, TenedoHsl,
ajpeca, Jary TBOEr0 pOXACHHS U JAPYIYH JIMYHYI0 HH(POPMALHIO.
37M0yMBIIIJIEHHUKH MOTYT MCIIOJb30BaTh Jake MH(POPMALMIO O TOM, KaK Thl U
TBOU POJUTENH IJIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3amumail CBOIO permyTaluio - JEepKH €€ B YHCTOTEe W 3ajaBail cebe
BOMNPOC: XOTea Obl Tbl, YTOOBI Jpyrue MOJIb30BATENNM BHJEIH, YTO ThbI
3arpyxaemb? Ilomymaii, mpexae dYemM 4YTO-TO OMyOJMKOBaTh, HAMUCaThb U
3arpy3uTh;

4. Ecnu Thl TOBOPUIIb C JIFOJbMH, KOTOPBIX HE 3HAeElllb, HE UCIOJIb3YH CBOE
peaslbHOE UM U JPYTYIO JUYHYIO UH(OPMAIIMKU: UMS, MECTO KUTEIbCTBA, MECTO
y4eObl U poyee;

5. M36erait pazmenienust pororpaduii B MIHTepHETE, e ThI U300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO ONPEAEIUTh TBOE MECTOIOJIOKEHUE;

6. [Ipu perucrpanuu B COLMAIBHOW CETH HEOOXOAMMO HCIOJIb30BaTh
CJIOXHBIE TApOJU, COCTOAIME U3 OyKB M LU(pP U C KOJIMYECTBOM 3HAKOB HE
MeHee 8;

/. Jlns couuManbHOM ceTH, TOYTHI W JPYTHUX CAUTOB HEOOXOAMMO
UCTIONb30BaTh  pa3Hble mapoiu. Torma ecnm  Te0S  B3JIOMAaKT, TO

3JIOYMBINUJICHHUKH I1OJIYYaT JOCTYII TOJIBKO K OTHOMY MCCTY, 4 HC BO BCC Cpa3zy.



DJIEKTPOHHbIC TeHbLI'H

DONEeKTpOHHBIE [JEHbIM - 3TO OYEeHb YJIOOHBIA CIOCOO IUIATEXKEH, OJHAKO
CYLECTBYIOT MOIIEHHUKH, KOTOPbIE XOTAT MOJYUUTh 3TU JEHBIHU.

DONEeKTPOHHBIE JEHBI'M MOSBUIMCH COBCEM HEIABHO U MMEHHO H3-3a2 3TOr0 BO
MHOTHX T'OCYyAAapCTBAX J0 CHUX MOpP HE MPOIUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (QPYHKUMOHUPYIOT U O HUX YK€ NMPOMHUCAHO B 3aKOHE, INle UX
pa3aeNsoT Ha HECKOJIBKO BHAOB - AaHOHMMHbBIE U HE aHOHMMHbIE. Pa3HuIla B TOM, 4TO
AaHOHUMHBIE — D3TO T€, B KOTOPBIX pa3pellaeTcss MPOBOAUTH omepanuu 0e3
UACHTU(PUKALIMKY T0JIb30BATENSl, @ B HE aHOHUMHBIX HIACHTU(MUKALMKU IOJIb30BaTENSA
sBisieTcs: o0s3aTenbHOM. Takke ciemyeT pa3nuyaTh AJIEKTPOHHbIE (DPUATHBIE IEHBIH
(paBHBI TOCY/IapCTBEHHBIM BaJIIOTaM) U 3JIEKTPOHHbIE He(UaTHbIE EHbI'H (HE paBHBI

roCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI N0 0€30MacHOi padoTe C 3JIeKTPOHHBIMHY JIECHbI aMH:

1. IlpuBsiku K cueTy MOOMIIbHBIN Tene@OoH. DTO caMblil yTOOHBIN U OBICTPHIN
croco0 BOCCTAaHOBUTH AOCTYN K cueTy. [IpuBsi3aHHbIN TenepoH MOMOXKET, €CIu
3a0yienb CBOM TUTATS)KHBIM TMAapoJib WM 3aiJIelllb Ha CaWT C HE3HAKOMOTO
YCTPOMCTBA;

2. Ucnone3yii omHOpa3oBeie maponu. Ilocie mepexoma Ha yCHICHHYIO
aBTOpU3aINIO TeOe yke He OyleT yrpoaTh OMAaCHOCTh KPaKHU WIM TepexBara
IIJIATEAKHOTO MAPOJIS;

3. Beibepu cnoxnbiii maponb. [IpecTynmHukam Oyaer HeE MPOCTO Yraaath
CJIOXHBIA mMaponb. HanexHele mapoiu - 3TO Mapoju, KOTOPbIE COAEpKaT HE
MeHee 8 3HaKOB W BKIIOYAIOT B c€0s CTPOUYHBIC W MPOMHUCHBIC OYKBHI, UPPHI U
HECKOJIbKO CMMBOJIOB, TAKME KaK 3HAK JIOJUIapa, (PyHTa, BOCKIUIATEIbHBIA 3HAK
u 1.11. Hanpumep, StRONQ!;;

4. He BBOJIH CBOH JIMYHBIC JAHHBIC HA caﬁTax, KOTOPBLIM HC JOBCPACIID.



DJIEKTPOHHAA MOUYTA

OJIEKTPOHHAsT TOYTAa - OTO TEXHOJOTHS M IPENOCTABIIEMBIE €0 YCIYIHM IO
NEPECHUIKE M TMOJYYEHHUIO 3JIEKTPOHHBIX COOOIIEHUN, KOTOpbIE paCIpeAeIioTCs B
KOMIIbIOTEpHOU ceTH. OOBIYHO 3JIEKTPOHHBIN MOYTOBBINA SUIUK BBITJIAIUT CIETYIOUUM
o0pa3oM: HUMs_TOJB30BaTENA(@UMs_JIoMeHa. Takke KpoMme TMepenadd IMpocToro
TEKCTa, UMEETCS BO3MOKHOCTh NIepeiaBaTh (aiibl.

OcHoBHBIE COBETHI 10 0€30M1aCHOI padoTe ¢ JJIEKTPOHHOM MOYTOM:

1. Hago BBIOpaTh mpaBUIIBbHBIA MOYTOBBIM cepBuc. B HHTepHeTe ecTh
OTPOMHBIN BBIOOp OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyYIlEe TOBEPSITh
TEM, KOr'0 3HA€lIb U KTO NIEPBbIA B PEUTHUHTE;

2. He ykaspiBail B TUYHOM mouTe JUYHYIO nHbopMaloo. Hanpumep, aydiie
BBIOPATh «MY3BIKAIBHBIA _(paHaT@» nim «pok2013» BMecTo «Temal3y;

3. Mcnonb3yil NBYX3TamHyl0 aBTOPHU3aLMI0. DTO KOIJa MOMHUMO Iapojs
HY>KHO BBOJUTH KOJ|, npucbutaembli mo SMS;BriOepu cnoxubiil maponb. [ns
Ka)KJOr0 IOYTOBOrO SIIIMKA JOJDKEH OBITh CBOM HAJEKHBINA, YCTOWYMBBIA K
B3JIOMY I1apOJIb;

4. Ecnu ecTb BO3MOKHOCTh HallMcaTh CAaMOMY CBOM JTMYHBIN

5. BONPOC, UCHIOJIB3YH 3Ty BO3MOXKHOCTB;

6. Mcrionb3yli HECKOJIBKO TIOYTOBBIX SIITUKOB. IlepBbI 171 yacTHOM
NIEPENNCKU C aIpecaTamMu, KOTOPBIM Thl JOBEPSEHIb. DTO JIEKTPOHHBIN aApec HE
HAJI0 UCTIOIH30BATh MPU PETUCTPAIIMH Ha OopyMaxX U CalTax;

7. He oTkpsiBail (aitibl U Apyrue BIOKEHHUS B NMUChbMax JaXe €ClU OHU
MPUIILTA OT TBOWX JApy3el. Jlydine yTo4Hu y HHUX, OTIPABJISUIH JIU OHU TeOe ITU
(baiibr;

8. [locne oxoH4yanuss pabOTHI HAa TOYTOBOM CEpPBUCE TMEpeld 3aKpPBITUEM

BKJIQJIKU C CAUTOM HE 3a0y/1b HaxKaTh Ha «BBIATIHY.



KuoepOv/JIMHTI WM BUPTVAJLHOE H31eBaATeJIbLCTBO

KubepOymmuHr - mpecienoBaHrue COOOMIEHUSMH, COACPKAITUMU OCKOpPOJICHUS,
arpeccuio, 3alyruBaHue; XYJIUTaHCTBO; COLMAIIbHOE OOWKOTHPOBAaHUE C MOMOIIBIO
Pa3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHoBHBIE cOBeTHI N0 00pHOE ¢ KHOEPOYITMHIOM:

1. He Opocaticsa B 60ii. Jlydiuii crioco6: MOCOBETOBATLCS Kak ce0sl BECTH U,
€CJIM HET TOr0, K KOMY MOKHO OOpaTUTHCS, TO BHA4Yajle YCIOKOUThCA. Ecnu Thi
HaYyHeIlllb OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJIGHHS, TO TOJBKO elle OOJIbIIe
pazoAOKeNIb KOHPIIHKT;

2. YrpaBisid cBoei kubeppemyTaiei;

3. AHOHUMHOCTh B ceTH MHHUMas. CyIIeCTBYIOT CIMOCOOBI BBISICHUTH, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He ctouT BeCcTH XyJIWTaHCKUA 00pa3 BUPTyalbHOW >XuW3HHU. WHTEepHET
(buKcHpyeT Bce TBOM JNEWUCTBUS U COXpaHSET MX. YNaUTh UX OyIeT KpaiiHe
3aTpyIHUTEIBHO;

5. Beau ce0st BEKIMBO;

6. UrHopupy#t enuHWYHBIM HeraTuB. (OJHOpa30BbIEe OCKOPOUTEIbHbBIC
COOOIMIeHNsT JIydmie WrHOpupoBath. (OOBIYHO arpeccusi MpEeKpamaercs Ha
HayaJbHOM CTaJINH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIICHUSIMU, B
COIIMAJIBHBIX CETSX €CTh BO3MOXXHOCTH OJOKHPOBKH OTIPABKH COOOIIECHUHN C
OTpeIeJIeHHBIX aJpECOB;

8. Ecniu 161 cBUAeTENh KNMOEpOyImMHTa. TBOM NEHWCTBHS: BBICTYITUTH POTUB
npecieaoBaTens, MokKa3arb €My, YTO €ro JICMCTBUSA OLEHUBAIOTCS HETATHBHO,
NOJAJICPKaTh KEPTBY, KOTOPOM HY)KHA TICHUXOJIOTMYECKasl MOMOIIb, COOOIIUTh

B3POCIBIM O (haKTE arpeCCUBHOTO TIOBEICHHS B CETH.



MoouabHbLIN TeJIe(hoH

CoBpemeHnHble cMapT(OHBI W IUJIAHIIETHI COJEpPXKAT B ceOe BIOJIHE B3POCIBIM
GyHKUMOHAN, MW TEnepb OHU MOTYT KOHKYpPUpPOBaTh CO  CTAallMOHAPHBIMH
KoMmbioTepamu. OJHAKO, CPEACTB 3allUTHI ISl MOJAOOHBIX YCTPOWCTB IOKa OYEHb
Mmaio. TecTupoBaHue M MOUCK YSI3BUMOCTEH B HHX MPOUCXOJUT HE TaK WHTEHCUBHO,
kak juis [1K, To e camoe kacaeTcs U MOOUJIBHBIX TPUIIOKEHUM.

CoBpeMeHHbIE MOOUWJIBHBIE Opay3epbl yX€ MPAKTUYECKH JOTHAIU HACTOJIbHBIC
aHaJIOTH, OJIHAKO paciupeHne (QyHKIIMOHAJa BlIeYeT 3a cOO0M OOJIBIIYIO CIIOKHOCTD U
MEHBIIIYIO 3alUIIEHHOCTD.

Jlaneko HE Bce TMPOU3BOJUTEIN BBITYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIIHNE
KPUTHUYECKUE YSI3BUMOCTH JIJISi CBOUX YCTPOUCTB.

OcHoOBHBIE COBETHI J1JI 0€30IIACHOCTH MOOUJIBLHOIO Tejie(poHa:

1. Bynb ocropoxeH, Belb Korja Te0e mpeayiaraloT OecIlaTHBIM KOHTEHT, B
HEM MOTYT OBITh CKPBITHI KaKHE-TO IJIaTHBIC YCITYTH;

2. Qymaii, mpexae ueM otmnpaBuTh SMS, doto wim Buaeo. Thl TOYHO
3Haelllb, T7Ie€ OHU OYIyT B KOHEYHOM UTOTE?

3. Heo6xo1uMo 0OHOBIISATE ONIEPAIMOHHYIO CUCTEMY TBOET0 cMapTQoHa;

4. Vicrionb3y¥l aHTUBUPYCHBIE TIPOTPAMMBI JJISI MOOWJIBHBIX TEJIe(OHOB;

5. He 3arpy:xail npuiokeHus oT HEM3BECTHOTO UCTOYHUKA, BEJb OHU MOTYT
COJIEpKaTh BPEJIOHOCHOE MPOTPAMMHOE 00ECTICUCHHUE;

6. ITocne Toro kaxk Thl BBIWJICIH C caiiTa, I/Ie BBOJAWI JIUIHYIO HH(POpMAITHIO,
3aiiJId B HACTPOMKH Opay3epa u yaanu COoKies;

7. llepuognvecku TpoBepsii KaKWe TIUIATHBIE YCIYTd AaKTUBHPOBAHBI Ha
TBOEM HOMEDE;

8. [aBait cBoif HOMEep MOOMIBHOTO TenedoHa TOMBKO JOJSM, KOTOPBIX ThI
3HaelIb U KOMY JIOBEpSCIb;

9. Bluetooth momken ObITh BBIKIIOYEH, KOT/Ia Thl UM HE MoJb3yelibes. He

3a0bIBail UHOTIa IPOBEPSATH ITO.



@OUIIMHI WJIH KPAXKA JUYHBIX JJAHHBIX

['maBHas nenp GumuHT - BUAa MHTEpHET-MOIIEHHNYECTBA, COCTOUT B TOJYYECHUHN
KOH(UICHIIUATBHBIX JaHHBIX MOJb30BaTeNel - JOrMHOB U mapoJied. Ha anrnuiickom
s3pike  phishing umrtaercs kak ¢umunr (ot fishing - peionas mosis, password -
1apoJib).

OcHoBHbIE COBETBHI 10 00pb0e ¢ PUINMHIOM:

1. Cnenu 3a cBOMM akKayHTOM. Eciii ThI MOA03peBaciib, YTO TBOS aHKETa
Oblla B3JIOMaHa, TO HEOOXOAMMO 3a0JOKMpOBaTh €€ W COOOIIMTH
aJIMUHHCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOpee;

2. Ucrnionw3yii 6e30macHbIe BeO-CaiiThl, B TOM YHCIIC, MHTEPHET- Mara3uHoB U
MOMCKOBBIX CUCTEM;

3. Mcronp3yil crnoxHble W pa3Hble mapoiu. TakuMm oOpa3om, ecnu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHU TOJIYy4YaT MOCTYN TOJBKO K OJHOMY TBOEMY
po U0 B CETH, a HE KO BCEM;

4. Ecnu TeOs B3IOMand, TO HEOOXOAMMO TMPEaynpeauTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J0OOABIIEHHI y T€OS B APY3bSIX, O TOM, YTO T€Os B3JIOMAIHU U,
BO3MOXKHO, OT TBOETO HMEHH OYJET pacChllaTbCcs CIlaM M CChUIKH Ha
(UIITMHTOBBIE CATHI,

5. YcranoBu HaaexHsiid naposib (PIN) Ha MOOMIIBHBIN TeleOH;

6. OTKII0YM COXpaHEeHHUE maposisi B Opaysepe;

7. He oTkpwiBail (aitnibl U Apyrue BIOKEHHUS B MUChMax JaXe €CIU OHU
NPUIILIA OT TBOMX JApy3el. Jlydille yTOYHU y HHUX, OTIPABJISUIM JJU OHHU TeOE 3TH

(aibL.



